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Sāgar Solanki

Cybersecurity Education Officer

Sāgar has worked in education for over 15 years, assuming various roles 
within Primary through to Further Education. Currently, he is responsible 
for providing cybersecurity solutions to LGfL schools. He also supports 
schools to comply with the DfE standards for cybersecurity in education.



security.lgfl.net

The presentation will look at: 

• Rise in threats.

• What to know, and why it’s important.

• How to stay secure. 

(How LGfL can help you stay secure.)
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Rise in threats.
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The UK is the second most attacked country

Top 10 countries by known ransomware attacks, Jan 2023 – Dec 2023
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When it comes to scale, the UK is attacked more 
than the USA

Known ransomware attacks per $1T GDP, Jan 2023 – Dec 2023
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Attacks are increasing

Known ransomware attacks in the UK Jul 2022 – Dec 2023

2022 07 2022 08 2022 09 2022 10 2022 11 2022 12 2023 01 2023 02 2023 03 2023 04 2023 05 2023 06 2023 07 2023 08 2023 09 2023 10 2023 11 2023 12

0

5

10

15

20

25

30

35

40

security.lgfl.net



8

Education is the second most attacked sector in the UK

Known ransomware attacks in the UK by industry sector Jul 2022 – Dec 2023
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Education around the rest of the World seems to be doing 
better than the UK

Country

Education sector

% of total attacks
Rank among industry 
sectors

UK 11% 2nd

USA 8% 3rd

Germany 4% 10th

Canada 4% 10th

France 3% 12th

Italy 1% 15th

Japan 0% N/A

Proportion of ransomware attacks in G7 countries affecting education, Jul 2022-Dec 2023
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Higher, 8%

Primary, 15%

Further, 15%Secondary, 62%

Where attacks fall

Known ransomware attacks on UK education by education tier, Jul 2022 – Dec 2023
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Why would they 
target my school?
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Schools carry out lots of financial transactions, which may only 
be signed off by a few members of staff.

Schools hold sensitive data on pupils, parents and staff. 

A school’s support team are probably not security specialists, with 
cybersecurity being only a small part of their day job. 

Schools have tighter budgets and tend to have older equipment .
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Root Cause of Attack: Primary/Secondary Education
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36%

Compromised 
Credentials

How to protect against compromised 
credentials – 

• MFA, 
• HaveIBeenPwned, 
• Password Manager (not reusing 

passwords).



Using strong passwords

• Avoid commonly used 
passwords.

• Avoid passwords relating to 
personal information.

• Avoid passwords that have 
been breached previously.
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29%

Exploited 
Vulnerability

How to protect against Exploited 
Vulnerabilities – 

• SSR, 
• VA Scans, 
• NCSC EWS, 
• Patch Management, 
• Keeping OS and Software that is 

supported/receiving updates.
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Security School Report
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Security School Report
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Vulnerability Scanning
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Early Warning Service
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19%

Malicious 
Email

How to protect against Malicious 
Email– 

• SPF/DMARC/DKIM, 
• Email scanning, 
• User awareness.
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11%

Phishing

How to protect against compromised 
credentials – 

• Sophos Phish Threat, 
• NCSC Training for School Staff.
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4%

Brute Force Attack

How to protect against compromised 
credentials – 

• Not using common/obvious 
passwords, 

• Auto lockout after failed attempts 
(careful not to make this a game the 
pupils play on teachers)
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1%

Download

How to protect against compromised 
credentials – 

• Download – AV
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Who is behind cyber attacks?

• Criminals that might wish to target your school 
for financial gain.

• Criminals that have identified a potential 
weakness in the school's technology or 
processes.

• Staff or pupils that could be responsible for 
attacks either intentionally or accidentally.
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Cyber threats from outside the school
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Cyber threats from outside the school
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Cyber threats from outside the school

Denial of Service occurs 
when a website can't 
handle its normal traffic, 
sometimes unintentionally. 
However, a Denial-of-
Service Attack is 
intentional, where the 
attacker aims to overload 
the server and make it 
unavailable to users.

DDos (Distributed denial of Service) – What is it? 

Ref: chemicloud.com/kb/article/what-is-a-ddos-attack/
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DDoS & NCSC EWS
Nessus
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DDoS Protection

DDoS attacks detected against LGfL:
 
- over the last 12 months: 48 
- since 1st January 2023: 42
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How to stay safe?
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Defend against phishing attempts.

Image: https://www.forbes.com/sites/technology/article/what-is-phishing/
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How do I defend myself against 
phishing attempts?

1. Reduce the information available to attackers. 

2. Know the influence techniques.

3. Know what ‘normal’ looks like.

4. Don’t be embarrassed to ask for help.

5. Report if you click!
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Phishing 
example
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Use strong passwords
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Secure your devices

1. Do not ignore updates.

2. Only download apps from 
trustworthy sources.

3. Physically protect your 
device.

4. If you need to use USB 
storage, ensure it is 
encrypted. (Online Storage 
Google Space/One Drive.) 
Do not encourage USB. 
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If in doubt call it out.

1. Report any 
suspicious activity.

2. Report as soon as 
possible.

3. Don’t be afraid to 
challenge.
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Cyber threats from outside the school

Thank you.
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Twitter:  @lgflcybercloud
Portal:  security.lgfl.net
Newsletter: newsletter.lgfl.net
Email:  cybercloud@lgfl.net

Thank you
Questions?
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