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Sagar Solanki
Cybersecurity Education Officer

Sagar has worked in education for over 15 years, assuming various roles
within Primary through to Further Education. Currently, he is responsible
for providing cybersecurity solutions to LGfL schools. He also supports
schools to comply with the DfE standards for cybersecurity in education.



CYbEfC lOUd ® security.lgfl.net

The presentation will look at:
* Risein threats.

* What to know, and why it’s important.
* How to stay secure.

(How LGfL can help you stay secure.)
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Rise in threats.
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The UK Is the second most attacked country
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When i1t comes to scale, the UK Is attacked more

than the USA

UK

USA

V ThreatDown

Powered by Malwarebytes
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Attacks are increasing
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Education is the second most attacked sector in the UK

Utilities, 4%

Retail, 6%

IT Services, 6%

< Construction, 6%

Education 11%

Manufacturing, 8%

Logistics, 8%

v ThreatDown Known ransomware attacks in the UK by industry sector Jul 2022 — Dec 2023

Powere d by Malwarebytes
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Education around the rest of the World seems to be doing

better than the UK

Countr
g Rank among industry
% of total attacks I

8%

Germany 4% 10th
Canada 4% 10th
France 3% 12th
Italy 1% 15th
Japan 0% N/A

Proportion of ransomware attacks in G7 countries affecting education, Jul 2022-Dec 2023

¥ ThreatDown &
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Higher, 8%

Where attacks fall

Primary, 15%

Secondary, 62% Further, 15%

v ThreatDown® Known ransomware attacks on UK education by education tier, Jul 2022 — Dec 2023

Powere d by Malwarebytes
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Why would they
target my school?
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A

= 1 % & Schools carry out lots of financial transactions, which may only
1l m Il i be signed off by a few members of staff.

Schools hold sensitive data on pupils, parents and staff.

cybersecurity being only a small part of their day job.

Schools have tighter budgets and tend to have older equipment .

B KEE

@ A school’s support team are probably not security specialists, with
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Root Cause of Attack: Primary/Secondary Education

security.lgfl.net
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How to protect against compromised
credentials —

36%

@ « MFA,
Compromised e HavelBeenPwned,
e BmiElE * Password Manager (not reusing

passwords).
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Using strong passwords

 Avoid commonly used
passwords.

* Avoid passwords relating to
personal information.

-~-have i been pwned?

 Avoid passwords that have
been breached previously.
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29%

Exploited
Vulnerability

How to protect against Exploited
Vulnerabilities —

e SSR,

* VA Scans,

e NCSCEWS,

e Patch Management,

* Keeping OS and Software that is
supported/receiving updates.
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Security School Report

LGfL rCl w
Example School IS CyberCloud

Generated February 22, 2023
by Cyber Cloud (cybercloud@igflLnet), LGfL
Click Here to claim your scorecard and create your FREE account

Network Security

Industry Comparison: @ Example School
9 3 Unknown @ industry average

Sacial Engineering

Threat Indicators

! NETWORK SECURITY Informition Laak
100 Detecting insacure network settings

Fatchiing Cadance

i DNS HEALTH
90 i Detecl.inﬁl DMS Insecure configurations and
¢ vulnerabllities

i
4 Hackar Chattar Emdpaint Sacurity

i PATCHING CADENCE
100 i Out of date company assets which may
contain vulnerabilities or risks
i Cubit Score IF Agputation

! ENDPOINT SECURITY Application Securty
90 . Detecting unprotected endpolnts or entry

points of user tools, such as desktops,
¢ laptops, mabile ae-."lces, and virtual
i desklops



Security School Report

METWORK SECURITY
Detecting insacure network settings

DNS HEALTH

Detecting DNS insecure configurations and
vulnerabiities

PATCHING CADEMNCE

Out of date company assets which may
contain vulnerabilities or risks

ENDPOINT SECURITY

Detecting unprotected endpoints or entry
points of user taols, such as desktops,
aptaps, mabile devices, and virtual
desktops

IPREPUTATION

Detecting suspicious activity, such as
malware or spam, within your company
network

¥4 CyberCloud®

APPLICATION SECURITY

Detecting common website appBcatic
vulnerabilities

CUBIT SCORE

Proprietary algorithmes chacking for
implementation of comman security t
practices

HACKER CHATTER

Monitoring hacker sites for chatter a
YOour company

INFORMATION LEAK

Patentially confidential company
information which may have been
inadvertently leaked

SOCIAL ENGINEERING

Measuring company awareness o at
engineering or phishing attack

security.lgfl.net

30-Day Score History

The chart below shows the evolution of the company’s relative security ranking over time. Peaks in score performance
represent improvements to overall security, remediation of open isues, and improved efforts to protect company
infrastructure. Dips reflect introduction of system and application misconfigurations, prolonged malware activity.

Jan 22 Jan 29 Feb 5 Feb 12 Feb 19

B Example School W Our Industry
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Vulnerability Scanning

Scans
datacenter Configure Audit Trail Launch ~ Expot ~
< Back to My Scans
B My Scans HTML
All Scans
. Hosts 496 Vulnerabilities 108 Remediations 2 csv
i Trash
Filter =
o Policies Host Vulnerabilities Scan Details
@ Piugin Rules D5 EH lm \7 240 Palicy Advanced Scan
B Customized Reports Status Completed
& scumes 10125025 L) I N
ES Start January 11 at 10:43 AM
10125824 1o £ I T B eyt
Elapsed 50 minutes
Community
10124040 | — ——
Research

Vulnerabilities

WIA82T |
’, ® Critical
Medium
Ml e Low
® Info
0125821 =
10.12.52.73 144
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Early Warning Service

— @% 4

NCSC’s hew
" : Early Warmning service made e
Undetected compromised Security researchers E I W
network. identify cyber security aware and correlates data a r q rn I n

to appropriate victim and

notifies organisation. S e rVice

concern.

National Cyber
designed to help organisations Security Centre

a part of GCHQ

defend against cyber attacks by

O Hhne o st
< . providing timely notifications
M O\O\O g about possible incidents and

security issues

Network secured once Organisation Organisation receives
again. investigates and alert from the Early
mitigates issue. Warning service.



CyberCloud®  security.igfl.net

How to protect against Malicious

19% Email-

&)
Malicious * SPF/DMARC/DKIM,
Email * Email scanning,

e User awareness.
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) How to protect against compromised
11% credentials —

™)
* NCSC Training for School Staff.
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Elizabeth sent you a new message

. : . . - Re Reply All Fa d
LinkedIn Messaging <messaging-digest-noreply@linkedn.co= n

)Y
L

If there are problems with how this message is displayed, click here to view it in a web browser,

in

You have unread messages from Elizabeth

To = Gareth Jelley

Elizabeth Mendez

Hi Gareth, I'm reaching out to see if you might be interested in a
quick conversation. | was impressed by the skills and experience
listed on your profile and.. see more

RRep]

Opportunity is always within reach. Get the
Linkedin app.

i0S . Android

Unsubscribe | _Help

You are receiving Messages from connections digest emails.

Ideal behavior

Good behavior

Neutral behavior

Not ideal behavior

Risky behavior

Thu 15/07/2021 14:45

Sophos Phish Threat

0% reported the email without being caught

0% caught but reported the email

0% never opened the email

75% opened the email but did not report it

25% caught and did not report it
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How to protect against compromised
credentials —

4%
&)

* Not using common/obvious
Brute Force Attack
passwords,

* Auto lockout after failed attempts
(careful not to make this a game the
pupils play on teachers)
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1% How to protect against compromised
@0 credentials —

D load
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SOPHOS
Sophos Central Dashboard

See a snapshot of your security protection

Dashboards v My Products v Threat Analysis Center v Alerts Reports More v

1 0O

© Total Alerts O High Alerts A Medium Alerts
Most Recent Alerts
Apr 11, 2024 3:25 PM Device is not encrypted. % Sagar-Sophos-V...

is not encrypted.

Health summary

security.lgfl.net

4 06

Anne Example School

0

0 Low Alerts

View all Alerts

Sagar-Sophos-VM Show full details

Go to Account Health Check

Show scores for organizations with a similar number of devices

1-49 v
Your overall health score 0 Health check scores
SIS Protection installed & 100 Tamper protection W 75
S S
75 @ Snoozed Other organizations 88 Other organizations 84

® Good health

INTE\K

SOPHOS

EPT
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Who is behind cyber attacks?

* Criminals that might wish to target your school
for financial gain.

* Criminals that have identified a potential
weakness in the school's technology or
processes.

e Staff or pupils that could be responsible for
attacks either intentionally or accidentally.
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Q0O
o | G §

From: supplier@usefulsérvice.co.uk

£ Write
ject: - i m Du
@ Inbox Subject T - Invoice Payment Due
(&

@ty Outbox Our usual f £20,000 is overdue, but | wanted to let you know our i

payment details have changed to -
@ Trash UsefulService

0I-0I-01 123456789

S I've talked to your boss and he said you’d pay us ASAF. Thanks for sorting this

ﬁ( out for us. |

Greg Riple,

[l
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fa |National Cyber
2227 | Security Centre
a part of GCHQ

School hacked

by pupil broke Data
Protection Act

Case Study - Password management
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Case Study - Password management

School hacked by pupil
Broke Data Protection Act

‘ "
8@ e 060000 - -
...... 2 . =T -
. - - | - E=TL.
. i —
s / T
Accessed Used teacher’s 20,000 records Duplicate Disciplined

school MIS password involved passwords used by ICO
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DDos (Distributed denial of Service) — What is it?

How a DDoS attack works

Denial of Service occurs
when a website can't
handle its normal traffic,
sometimes unintentionally.
However, a Denial-of-
Service Attack is
intentional, where the
attacker aims to overload
the server and make it
unavailable to users.

Ref: chemicloud.com/kb/article/what-is-a-ddos-attack/
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DDoS Protection

bps ® Pass Drop
Summary DDoS Traffic Trends AIF Standard Feed AIF Threat Indicator Feed
50G
40G Largest or most significant DDoS attacks around the world over the last 24 hours involving ISPs participating in ATLAS.
30G Carrier Time Attack
206G DDosS Total Traffic 46.55 Mpps,10.81 Gbps
No Self-Classification 02/07/23 19:01:01 Src: 0.0.0.0/0,103.234.22.105/32,36.35.16.160/32,101.132
106 7 mins. DST: xx.xx.102.190/32
Port(s): 22,37030,38666,38672,38674,38676,38680,38686
0 — - - — DDoS IP Fragmentation 41.45 Mpps,62.45 Gbps
3 : - 02/08/23 07:26:36 Src: 0.0.0.0/0,198.98.48.0/20,45.0.0.0/9,209.141.56.0/21,2
- SSEUETE Iy Apne Jegion 18 mins DST: Xx.xX.156.181/32
Fri03 Sat 04 Feb 05 Mon 06 Tue 07 Wed 08 Thu 09 = i
Port(s): 7,53,80,111,123,137-138,161,177,253,389,427,50(
DDoS IP Fragmentation 38.27 Mpps,20.07 Gbps
: - 02/ :06:4 :
No Self-Classification A 37/23 H s
] 2:07 DST:
DDoS attacks detected against LGfL: Port(s):
DDoS Total Traffic 36.37 Mpps,5.61 Gbps
S / :20:1 :
4239 No Self-Classification 22/:3“253 ek ;rScT
- over the last 12 months: 48 =
- since 1%t Janua ry 2023:42 DDos flood 34.20 Mpps,14.01 Gbps
No Self-Classification 02/07/23 10:24:14 Src:
58 mins. DST:

Port(s):
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How to stay safe?
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Defend against phishing attempts.

Image: https://www.forbes.com/sites/technology/article/what-is-phishing/



CYbEI'C lOUd ® security.lgfl.net

How do | defend myself against
phishing attempts?

Reduce the information available to attackers.
Know the influence techniques.
Know what ‘normal’ looks like.

Don’t be embarrassed to ask for help.

A I S A

Report if you click!
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Subject: URGENT - Email capacity - you will soon stop receiving emails

Phishing

example @

admin@m1cr0s0ftlogin.org b B OS5 9 S
Weds 05/02/2020 16:16
To: businessmanager@theacademy.sch.uk

Dear businessmanager,
You have reached the size limit for your mailbox and you will shortly stop

receiving emails until you have confirmed that you require more space.

your capacity continue to receive emails.
Kind regards, www/[.]M1cr0sOftlogin[.]Jorg

Microsoft

Please click hie to confirm your email login and password to increase
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Use strong passwords

[ Username ] Multi-factor ]
& password Authentication

[ Logged 1in ]



CYbEI'C lOUd ® security.lgfl.net

Secure your devices

1. Do notignore updates.

Only download apps from
trustworthy sources.

3. Physically protect your
device.

4. If you need to use USB
storage, ensure it is
encrypted. (Online Storage
Google Space/One Drive.)
Do not encourage USB.
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If in doubt call it out.

1. Report any
suspicious activity.

2. Report as soon as
possible.

3. Don’t be afraid to
challenge.
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Thank you.
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Thank you

Questions?

Twitter: @Igflcybercloud
Portal: security.lgfl.net
Newsletter: newsletter.lgfl.net

Email: cybercloud@lgfl.net
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